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Texnuueckoe 3agaHue
Ha 3aKyIKy ¥ BHEJIpEHHE C HACTPOMKOM MPOrpaMMHOIO MEXCETEBOI0 S3KpaHa HOBOI'O IOKOJIEHHMS
Onucanue

Ipeamer: [locTaBka ¥ BHEAPEHHE C HACTPOMKOM MEXCETEBOTO KpaHa HOBOTO MOKOJNEHHs M Oe3omacHoro gocTyna B MiHTepHET M obecneuenus 3a1aqu 6e30macHoro
MEKCETEBOTO B3aUMOIEHCTBHS, y4eTa i KOHTPOJIS HCIONB30BaHHs PECYpPCoB I00abHO# cetn IHTepHeT.

O0bem mpeamera:

b HaumenoBanue Enmmua Koau4yecTso
n/n U3MepeHUs
1 | IIpaBo ucnosns3oBanust (JiuueH3ws) nporpaMmsl it OBM — ais e menee 600 nonp3oBarenei IT. 1
2 | Ipaso ucnonb30BaHus (JIMIEH3H) aHTUBHpYCa JULA IporpaMMel 11t OBM — i He menee 600 momnb3oBarenei IUT. 1
3 | IlpaBo ucmonp3oBanus (NUIEH3Ms) paclupeHHbIX curHatyp IPS juia nporpaMmsl 111 OBM — o ne menee 600 nons3oBaTenei IT. 1
4 | O6s3arenpHO HATMYKE CISAYIOMNX JOKYMEHTOB: ISHCTBYIONMH CepTU(HKAT COOTBETCTBHUS, BEIIAHHBIN ONepaTHBHO-aHATMTHYCCKUM LIEHTpoM Iipu IIpesunenre
Pecny6nuku benapyce
5 | BHeapeHHe 1 HACTPOMKA IPOrPAMMHOIO MEXCETEBOr0 9KpaHa HOBOTO IMOKOJIEHHUS JIOJDKHBI OCYIECTBIATECS CHIaMHU CNIELUAIMCTOB KOMIaHUM-Pa3paboTInKa
(IpeIOYTUTENIFHO) IMOO CHIIAMU CIIEHATUCTOB KOMIIAHMM-IIOCTaBIIMKa

e%—m—n;:c—.—”hr—.—n&m“ TEXHHYECKHE, KAYECTBECHHbIC H IKCIIYATAIMOHHbIC XaPAKTEPUCTHKH

XapaKTepUCTUKHU
Kon Enununa | MunumansHel | HeusmenHoe
No OKIIZ2 / U3MepeHH | e M (W) 3HAYCHHE
~ | HaumenoBanue | xox st MaKCHMaJIbHbI
/i HaumeHoBaHUE XapaKTEPUCTHKU
MO3HIUH XapakTep | € 3HaYeHWS;
KTPY HCTHKH H3MEHSIEMOE

SHAYCHHEC
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3BM
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[IpaBo KCHoMB30BaHus (IHLEH3H) IIporpaMmbl it 9BM npeaocTaBiseTcs Ha yCIOBUAX
npocToi (HEMCKITIOUUTEIRHON) IMIEH3 UK

HAJIMYHUE

Cpok neiCTBHS IIpaBa MCIONb30BAHMUA (JIMLEH3HH) — OECCPOHO

HAJIMYME

CpOK MOAMHCKH, KOTOPast JOJDKHA BXOIHMTD B IIPABO HCIIOJIB30BAHNS (JIMLIEH3H)
nporpamMsl 11 OBM, ¢ mpaBamu Ha:

- monyyenue 06HOBIEHHH mporpaMMel it OBM (BO3MOXKHOCTB IIOJIY4aTh HOBBIE BEPCHH
HpoIyKTa, OOHOBICHHE CHIHATYD);

- MONyYeHUEe TEXHUIECKOM IIOCPKKH IporpamMmmel 1yt 9BM;

- MICIIONIb30BaHKE MOJLYJIS IIPEAOTBPAIICHUS BTOP)KEHHUH (BO3MOXXHOCTD HCIIONb30BATh
MOZYJIb U ITOJY4aTh €r0 OOHOBJIEHHUA);

- CITONIF30BAHKE MOYJIA TIO0 KOHTPOIIO NPUIIOKEHUH (BO3MOKHOCTD HCIOJIb30BaTh
MOZYJIb M TIOJIy4YaTh €ro OOHOBIEHHUA);

- MCIIONIB30BAaHUE MOYJIS TIO QHIIBTPALHH KOHTEHTa (BO3MOXXHOCTE MCIIOIB30BATh MOIYIb
Y [IOJIyYaTh ero OOHOBIEHHS).

MECSIIEB

Bepcus siapa

yci.eq.

>6.12

Hanmume MOZy/Is HOCTOSIHHOTO CIIEKEHHS 32 CUCTEMOM, IIPeI0TBpaIao it
BO3MOXKHOCTB HapyleHus paGoTs! Ciry>k0 IpH BBIXO/IE TAPaMETPOB MX PaboTH 32
OIpe/ieieHHbIE YCTaHOBJIEHHBIE PAMKH

HAJIMYME

IIpoBepka CHCTEMOI NPH 3arpy3Ke BCeX MapaMeTpoB 000pyA0BaHHUsI, COCTOAHHS
daiinosoii cucteMsl 1 6a3 NaHHBIX, @ TAKXKE KOHTPOJILHOH CYMMBI BCEX HEU3MEHIEMBIX
(aiinos

HAJIMYUE

CucreMa aBTOMAaTH4ECKOIO Ommom.ﬁmmﬁu [IO3BOJIAIONIAsl CBOCBPEMEHHO NIEPEXOANTE HA
HOBBIC BEPCHUH IPOrpaMMHOI0 obecrieyeHust

HAJIMYHNE

ABTOpu3aIs /s A0CTyIa B VIHTEpHET /Ui KaXXI0ro [0JIb30BaTelIA 110 JIOTHHY U IapOJIio
yepes WEB, uepes VPN PPTP, IKEv2/IPSec, L2TP/IPSec, SSTP, unentnduxanus mo IP
anpecy, MAC azpecy u 1o IP + MAC

HAJIMYME

AyTtentuduxanus VPN-nons3oareneit uepes RADIUS-cepsep

HAJIMYME

B03MOXKHOCTH aBTOPHU3alMH I0JIb30BaTelIei TEPMUHAIIBHOTO CEpBepa Yyepe3 CIelHanbHo
pa3paboTaHHYIO IPOrpaMMy KIHEHT

HAJIMYHUE

OGecreyeH e 3al|Thl OT POCIyIUMBaHis Tpaduka u noacranoBky [P-agpeca npu
apropuszauuu yepes VPN

HAJIMYHE

SSL VPN nopran ¢ Bosmoxuoctsio mybnukanus HTTPS, HTTP, SSH, RDP-pecypcos

HAJIMYUE

B03MOXHOCTh CHHEXpOHH3aI[MK noJik3oBareneit Active Directory, Samba DC

HAJIMYHUE

B03MOXXHOCTh HHTErPallii M CHHXPOHM3ALIMH [oNb30BaTenei ¢ cucremoit ALD Pro

HAJIMYUE

IIpospaunas (Single Sign-On) aBropu3sanus o nporokoiy Kerberos

HAJIMYHUE

UnenTudukanus 4epe3 xypHai 6ezonacHocTy Active Directory

HAJIMYHE

Bo3MoxHOCTH Ipo3paynoii (Single Sign-On) ayTeHTH(OUKAIMHU MOIB30BATEICH Yepe3
CTENMaIBHO Pa3paboTaHHYIO IPOrpaMMy KIMEHT Ul OnepaloHHo# cuctembl Windows

HAJIMYUE

B03MOKHOCTB ayTeHTU(MHUKAIMK I0JIb30BATEIIS Yepe3 CIeLUaNbHo paspaboTaHHy o
IPOrpamMMy KJIHEHT JUlsL OlepalnoHHoH cucteMbl MacOS

HAJIMYUE




B03MOXHOCTb ayTeHTH(UKAIIUH IIOJIB30BaTelsl Yepe3 CIeNHaIbHO pa3paboTaHHyIo HAJIMYUE
IpPOrpaMMy KJIHMEHT IS OIlepallMOHHON cucTeMbl Linux

ZTNA - npoBepka Ha HaJIM4Kre HHPOPMALMHU O IPOLECCAX U ONEPALUOHHON CHCTEME B HAJIMYUE
CIelHaNIbHO Pa3pabOTaHHOM porpaMMe KIIMeHT Ul OnepaoHHo# cucteMbl Windows,

MacOS, Linux.

B03MOXXHOCTh HHTErPALlK C HECKOJILKHMH HE3aBHCUMBIMH JoMeHaMu Active Directory HAJIMYUE
Xpanenue Bcedl uHGOpMaALMK 0 HoJb30Barensx B 6aze nanHbx Clickhouse HAJIMYUE
XpaHeHue JeTaIu3uPOBAHHOM CTATUCTUKU KaXIOTO IONIB30BATeNsl U KaX /10| IPYIIIIBL HAJIMYUE
Netflow-cencop mis nepepaun uadopmarmu Netflow komnexropy HAJIMYUE
Monueprxka Netflow Bepcuit YCILeJL. 5,9,10 HAJIMYUE
B03MOXHOCTH B 11000 MOMEHT BpeEMEHH ITOCMOTPETH B (hOpMe 0TYETa, KAKHE PECYPCHI HAJIMYUE
HHTepHeT mocenia monb30Barenb WK Bes IpyIina

BeneHre cTaTHCTHKH Nocenienns pecypcos MHTepHeT B Merabaiirax HAJIMYNE
B03M0XHOCT IIPOCMOTPA B €JMHOM JXypHalle COOBITHI paboThl MOLyNel KOHTEHTHOH HAJIMYUE
(buIBTpalMK U aHTHBUpYca BeO-TpaduKka

B03MOXHOCTb IPOCMOTPA B €JMHOM JKypHaJIe COOBITHI paboTEI MOIyIeH HAJIMYUE
Euohoa%mEmmxmwmaov%omsF KOHTPOJIb MPHIOKEHHI U (aiipBo

CycTeMa aBTOMaTHYECKOrO PE3EPBHOIO KOMUPOBaHHs 0a3bl JaHHBIX, KOHQHUIYPALHOHHBIX HAJIMYUE
¢aiioB B IOKaIBHOE XpaHMIHKLIE U UX oTHpaBka Ha FTP-cepeep wim oburyro nanky SMB

Bo3Mo)XHOCTB woooammowuom_ﬁm* OJMTHK KOH(Hryparmu 06e3 repe3arpy3ku cepsepa HAJIMYUE
BeTpoeHHas BO3MOXHOCTD YIIPaBICHHs H3 JIOKANBEHOH KOHCONH C IONHBIM J0CTYIIOM K HAJIMYUE
¢aiinoBoii cucTeMe ¥ CUCTeMHBIM KOMaH/iaM (B TOM YHCIIE YIaJeHHBIH TOCTYII U3

JIOBEPEHHOI ceTH 1o nporokony SSH)

B03MOXXHOCTS HOAKIIOYEHHA U yaajaeHHoro yrupasineHus u3 Mutepuer no VPN HAJIMYUE
(IKEv2/IPsec, L2TP/IPsec, SSTP, PPTP, Wireguard, TLS)

B03M0XHOCTH MCKJIIOYEHHs aJIPECOB U3 MapIIPyTOB INepenapaeMbix VPN-monp3oBareiam HAJIMYUE
B03MOXHOCTh aBTOPH3alMH yCTPOHCTB 1o cepTudukary (Device VPN) HAJIMYUE
BosmoxkHOCTE Hobasnenus DNS-cyhdukca npu noakirogenny no VPN gepes HAJIMYUE
CIENMATIBHO pa3paboTaHHYI0 NPOrpaMMy KIMEHT

Hacrpoiika nmepenaun mapipyroB VPN-nons3oBarensaM (Split tunneling) HAJIMYUE
OrpaHu4eHue JUIMHBI CECCUHU M0NIb30BaTeabCKUX VPN-noakmoyeHui HAJIMYME
B03MOXHOCTE CO3MaHHUsA TYHHES IPH MOJKITIOYEHHH U3 JIOKAIBHOH CETU Yepes HAJIMYUE
CHENUATBHO pa3paboTaHHyIO0 IPOrpaMMy KIHMEHT

B03MOKHOCTE HCIIOIL30BAHUA HECKOJIBKHX YUSTHBIX 3alIMCEH aAMUHUCTPATOpPa s HAJIMYME
agMuHHCcTpUpoBanus yepe3 WEB uaTepdeiic ¢ BO3MOXKHOCTBIO HA3HAYCHUS Pa3IMIHBIX

poJei aAMUHNCTPATOPOB

B03MOXHOCTh UMIIOPTUPOBATH PYIIIIbLL aAMUHHCTpaTopoB u3 Microsoft AD, ALD PRO, HAJIMYUE
RARIUS — cepsepa.

B03MOXHOCTb BhIIaBaTh IP-ajipeca u3 pasHbIx moaceTeil pa3HeIM rpynmamMm VPN- HAJIMYME
OJIb30BaTeNeh

AyauT JeiicTBUM aIMHUHHCTPATOpOB HAJIMYME




@DYHKIMH MapUIpyTH3aTOpa ¢ HOANEPKKOH HEOrPaHHIEHHOIO JUCIa uHTepdeiicon (kak HAJIMYUE
JIOKAJIBHBIX, TaK U BHEIIHHUX)

B03MOXHOCTB mozyiepuBaTh BupTyansuble 802.1q VLAN unrepdeiicst, PPTP, PPPoE HAJIMYUE
unTepbeiics

IMonnepxxka Loopback untepdeiicon HAJIMYME
Bo3MokHOCTE co3gaBate SPAN uaTepdeiichl IuIs 3epKaMpoBaHus Tpaduka HAJIMYHNE
[onnepxka WCCP nporoxona Ha L2 u L3 ypoBHiIX HAJIMYHNE
B03MOXXHOCTh YKa3aHUsI MAPIIPYTOB [0 HCTOIHUKY (B TOM YHCIE HCIIONB30BATH HAJIMYVE
II0JI30BAaTeIeH WK CETH B Ka4eCTBE HCTOUHMKA)

JIuHamMudeckas MapiupyTusauus 1o nporokonam OSPF, BGP HAJIMYME
B03MOXHOCTB ayTeHTH(HKAIMU COCENEH B OSPF npu nomonu aaropurma MD5 HAJIMYUE
O6ecredyeHne NOAIEPH KN HECKOJIBKIX KAHAJIOB POBaiIepOB ¥ HECKONBKUX BHEIHUX HAJIMYHE
ceTeil ¢ BO3MOYKHOCTBIO TIONHOTO pas/ielIeHus IONIb30BaTeNel Il Beixona B ViHTepHeT

yepes pasHbIX NPOBaiIepoB WK GaaHCHPOBKM Tpaduka MExIy KaHaIaMu

BO3MOXHOCTh arperMpoBaHus KaHaJIOB [Is IIOBBIIICHUS IPOILY CKHOX crocoOHOCTH H HAJIMYUE
yBEIHMYCHHS HaJSKHOCTH

ABTOMAaTHYECKAs IIPOBEPKA CBA3Y C MPOBAKHAEPOM U EPCKIIIOUCHUE HA aJIETCPHATHBHOIO HAJIMYUE
nposaiijiepa Ipx HeoOXOAUMOCTH

BoamoxxHocTh HacTpoiku ALG mns SIP u H.323

B03MO)KHOCTh CO3/IaHHUs MOAKIIOUSHHUS K TIpoBaiiepy 1o nporokoiram PPTP VPN, PPPoE HAJIMYUE
u L2TP

B0O3MOXXHOCTh BKIIOUEHHUS (yHKIIUH KOHTEHT-QMIBTPA, IIO3BOJIIOIETO YIIPABIATh HAJIMYUE
JOCTYIIOM K caiiTaM OIpeIeeHHBIX KaTeropui

Kosi4uecTBO KaTeropuii B KOHTEHT-(HIBTPE yCIL.Ell. >170

Konmuectso URL ajipecoB B KOHTEHT-(QHILTPE yCIL.ex. > 500 000 000

B03MOXHOCTH (PUIBTPALMN CKAYUBAEMBIX (DAKIIOB N0 PACIIMPEHHIO HAJIMYME
BosmoxraocTs ¢usrparmu mo HTTP-metonam (get, post, put, delete, head, options, HAJIMYUE
patch, trace)

BosmosxHOCTE Griisrpanud tpaduka mo MIME-tunam HAJIMYME
B03MOKHOCTE (DHIIBTPALUH TPa(PHKa 110 Macke HAJIMYME
Bo03MOXHOCTh QHISTPAlMK TpadHKa I10 HAIPaBIeHUIO Tpaduka HAJIMYUE
B03MOXHOCTb EPEHANPABIATH 3aPOChI K BEIOPAHHBIM KATErOPUSM Ha YKa3aHHbIH URL HAJIMYME
B03MOKHOCTH (JOPMHUPOBAHKs BeO-OTIETHOCTHU 110 TpadhuKy [OJIH30BaTEIEH B HAJIMYUE
COOTBETCTBUH C KAaTCTOPUsAMH CaWTOB

BosmoxuocTs Kortent-¢unsrpa guisrposars kak HTTP, tak u HTTPS-tpaduk, kak ¢ HAJIMYUE
ero paciuppoBKoH, Tak u 6e3 pacumdposku (¢ momompio aHanusa SNI 1 laHHBX

ceprudukara)

B03MOXHOCTH MOP(OJIOTHYECKOr0 aHAIU3a CAWTOB HAJIMYME
B03MOXKHOCTh aBTOMATHYeCKOro 06HOBIeHMs ba3bl JaHHBIX KOHTEHT-(QUIBTPA HAJIMYUE
3ampTa KOMIBIOTEPOB OT aTak u3 MHTepHeT ¢ ucnonb3oBanyeM TexHonornn NAT u HAJIMYUE

MEXKCETEBOI0 dKpaHa C KOHTPOJIEM COCTOAHMA OOOESEGEEM




Bo3moxHOCTh 0JI0KHpOBKH [P-apecoB B MPOTOKOJIOB M0 33IaHHBIM YCIOBHIM HAJIMYUE
BosmokHocTh 610kHpoBKH [P agpecos o ero mecromnonoxenuio (Geo IP) HAJIMYUE
3amura ot DoS-aTax u OJOKMpOBaHHE YPE3MEPHOI aKTUBHOCTH HAJIMYUE
[Ty6aukanus pecypcos npu momornu texHosorud DNAT (portmapper) HAJIMYUE
Bo3MoXHOCTH TPO3pavyHOM Nepeajpecalyii aapecoB U IOPTOB Ha APYTO# agpec HAJIMYME
B03MO)XXHOCTB CO3IaHMsI PABHII MEXKCETEBOI'0 3KPaHa C UCIIONB30BAHHEM 30H, HAJIMYUE
BKJIIOYAOIIHMX B ce0s OTMH M HECKONbKO HHTepdeticoB (Zone Based Firewall)

Bo3MO)XHOCTh YKa3aHHMsI IOPTa MCTOYHUKA B MEXKCETEBOM 3KpaHe HAJIMYUE
Bo3MmoxHOoCTh IpoBepky pabothl npasmil Tabmunsl FORWARD u INPUT HAJIMYME
Bo3moxHOCTh 3a010KkHpOBaTh BeCh Tpad UK, NOMaJaoIMHA 0] YCIOBHS ClielHaIbHON HAJIMYUE
TabnwuIpl, 10 mpocMoTpa Tabmmi daiipeosia (mpexBapUTebHas QHILTPALK)

Bo3moxHOCTh Mcnionbk3oBanus myna [P-aapecoB st SNAT HAJIMUYUE
BosMoxxHOCTE anmaparHoi puisrparmn Tpaguka no MAC-agpecam HAJIMYME
Bo3MOXHOCTD CO3IaHHUSL IPABHII C OIPEACICHHBIM BPEMEHEM ACHCTBHS HAJIMYUE
Bo03MOXHOCTE TOCTyIIa COTPYAHUKOB K BHYTPEHHEH JIOKAJIBHO-BBIUUCIUTEIBHON CETH HAJIMYUE
[TOCPEICTBOM YIaJICHHOTO MOAKITIOUCHHS TI0 3aIMIIeHHOMY KaHally yepes ceTh MHTepHeT

Bo3MOXHOCTE 00BEAMHEHUS BCEX YIANICHHBIX IOAPa3ieICHU B 00IIYIO CETh Ha EAMHON HAJIMYME
miardhopme no udposanHomy nporokoiy IKEv2/IPsec

BosmoxxHocts coznanus GRE TyHHens s oObeAMHeHHs YIaIeHHBIX TOpa3esIeHHH B HAJIMYUE
o6uryio ceTh. BO3MOXKHOCTE CO31aTh MOAKITIOYEHHE Kak 6e3 IuppoBaHus, TaK U

3amrGpOBAHHOrO KaHaJIa CBSI3M MEXIY YCTpoiicTBaMH ¢ Mcrois3oBaHueM [Psec.

B03M0)XHOCTE OrpaHHYEeHHUS TIOIOCH! MPOITyckaHus 1o ViHTepHeT-pecypcoB (meinepa HAJIMUYUE
TpaduKa) 1 N0JIB30BaTEICH U Py

O6ecneuenne Bo3MoxkHocTH uuTerpanuu ¢ SIEM-cucremamu mo npotokoiry SYSLOG, HAJIMYUE
¢dopmara CEF u Bei60op mpotokoina nepegaud TCP/UDP

O6ecrieueHre BO3MOXXHOCTH MHTErPAI[MH C CHCTEMAMH MOHUTOPHHTIA IT0 IIPOTOKOITY HAJIMYME
SNMP.

O6ecmeyeHre BO3MOKHOCTH HHTerpanui ¢ DLP-cuctemamu no nporokoiny ICAP HAJIMYUE
Bcerpoennsiii Zabbix areHT paboTaiomuii B IBYX PEXKUMaX, aKTHBHOM U IIACCHUBHOM HAJIMYUE
VPN cepBep ¢ BO3MOXHOCTBIO ITOJKJIIOUEHHH [10J1b30BaTeNIeH 10 IIPOTOKOIaM HAJIMYME
IKEv2/IPSec, PPTP, L2TP/IPSec, SSTP; BO3MOXHOCTB HCITOIB30BaHU JIBYX(DaKTOPHOI

ayteHTHhUKAMK Hlob3oBaTesel nogoyaomuxcs kK VPN cepsepy

Bo03MOXXHOCTh HCITONIB30BaTh CHEIHANBEHO Pa3paboTaHHYIO IPOrpaMMy KIHUEHT I HAJIMYNE
yIAIEeHHOTO MOMKITIOUSHHU HOJIB30BaTeNIeH 110 poTokony Wireguard Ha onepallHOHHbBIX

cucremax Windows, MacOS,Linux

BosmoxuocTh co3nanus pasnuuHeix VPN npoduneil noakoueHuH A oIb30BaTele HAJIMYUE
Bo3MoXHOCT HHTErpaliu ¢ cepBucoM MynsTudaxrop 1 AByX(pakTOpHOH HAJIMYUE
ayTeHTU(UKAIHH

B03MO)XHOCTH MCIIONB30BAHM CITY>KOBI IPEAOTBPALICHNS BTOP)KEHUH, aHATH3HPYIOLLY IO HAJIMYNE

1 GIIOKMPYIONIYIO OMACHBIN TPadHK ¥ aTaku Ha cepBep, COXPAHAIONMHA HH(OPMAIIHIO O




OJIOKMPOBAHHOM TpaduKe U IPEAYIPEXKIACHHS B JIOTaX Ha CPOK HE MEHEE TPEX MECSIICB;
6as3bl CHIHATYD CITy’KObI OGHOBILSIIOTCSI aBTOMATHYECKH, 0€3 y9IacTHs aAMHHHUCTPATOpa

Bo03MOXHOCTE 100aBIATE COOCTBEHHBIE CUTHATYPBI UL MOAYJIA NMPEAOTBPAIICHUA HAJIMYUE
BTOPKEHUH

B03MOXHOCTB UCIIONB30BAHUS CIIYXKObI KOHTPOJIS IPHIOKEHUH C BO3MOXXHOCTBIO HAJIMUYUE
OrpaHH4eHHs TPadUKa MPUIOKECHHH

KoJIM4ecTBO MPOTOKOJIOB M NPUJIOKEHHH B CITyKOe KOHTPOJIS NPHIOKCHUH yCI.ef. > 300

BosmoxHOCTS onpenenenns nporokona ACY TII (DNP3) HAJIMUUE
O6patHsli npokcu-cepsep st myonukanuu HTTP u HTTPS-caiiroB HAJIMYME
BanancupoBka TpaduKa Ha HECKOJIBKO CEPBEPOB 0OPATHBIM IPOKCH-CEPBEPOM HAJIMYUE
B03MOXHOCTb UCIIOIB30BAHHUs BCTPOSHHOTO MEXKCETEBOTO 9KPaHa YPOBHS BEO- HAJIMYUE
IpHIIOXKEHHUH ¢ Bo3MOXHOCTBI0 Onokuposku SQL Injection, XSS u ipyrux atak Ha

ony6IMKOBaHHBIE BEO-CaNThI

B03MOKHOCTE CO3IAHHS U IPUMEHEHHS PasIMIHbIX MpodIer s ciryxo: HAJIMYME
TpeIOTBPAIIEHHE BTOP)KCHHH, KOHTPOJIb IPUIIOKEHHUI M MEKCETEBOT0 SKpaHa ypOBHS

BeO-TIPIIIOKECHUI

BO3MOXHOCTb BKJIKOUEHHsI 3alMThl 0T D0S arak juist pecypcoB, myOauKyeMpIx 0OpaTHbIM HAJIMYME
IPOKCH CEPBEPOM

Moguepxka IGMP Proxy HAJIMYUE
[MonropyHkHoHaNEHEIH DNS-cepBep ¢ BO3MOXHOCTAMH MOIEPIKKH forward DNS-30H 1 HAJIMYUE
kemuposanust DNS-3anpocoB 13 JIOKaJIbHON CETH; IepexBaTa 3alpoCoB Ha BHEIUHHIE

DNS-cepBepa i IPUHYTUTENHFHOTO Pa3peIeH s JOMEHHBIX UMEH 4epe3 BCTPOCHHBIH

cepeep

Peanuzanys MOAAEPKKU JUHAMUYECKUX JOMEHHBIX HMEH (DDNS) HAJIMYUE
[Monnep>xka DNS-over-TLS HAJIMUUE
DHCP-cepBep JUIs aBTOMATHYECKOro pacipeneneHus [P ajpecoB B JOKAILHON CETH HAJIMYME
B03MOXHOCTE BBIaBaTh NPOou3BoNbHbIH 103 mo DHCP n JIEOOBIE OIMIUH HAJIMYUE
Bo3moxkHocTh pukcuposanHoi npusssku [P x MAC agpecy KoMIbroTepa HAJIMYUE
Bosmoxuoctb Bigaur DNS, DNS cyddukca u WINS nius DHCP knuenToB HAJIMYUE
BoamoxxHOCTh BEIgaun MapupyTos uisi DHCP xineHToB; MOHUTOPHHIOM apeHIbL HAJIMYUE
BBIIaHHBIX aJpECOB

B03MOXXHOCTh MOHUTOPHHIA aPEHIbI BBIIAHHBIX a/IpecoB HAJIMYUE
B03MOXXHOCT YKa3aHHs Pa3HBIX [MANIa30HOB Ha pa3HbX uHTepdeiicax 1 VLAN HAJIMYUE
BosmoxHOCTE pabotsl B pexxiume DHCP-Relay HAJIMUUE
B03MOKHOCTB CO3IaHHUs BUpTyanbHbix kourekcroB. VCE / VDOM / VSX HAJIMYUE
T[TouTOBEI peseil ¢ BO3MOKHOCTHIO (UIBTPAIMHM IIOYTOBOTO TpaduKa HAJIMYHE
B03MO)KHOCTh LEHTPAJM30BaHHOTO YIIPABICHHUA IPYIIIION CEPBEPOB C MOMOILBIO HAJIMYUE
LEHTPaJIbHOH KOHCONHM YIIPABJICHHUS

B0O3MOXHOCTb HCIIOIB30BAHMA SKOHOMUYHOTO peXXUMa paboTel mpoieccopa HAJIMUME
NTP-cepBep TOYHOTO BPEMEHH, IJIsi CAHXPOHHU3ALHU BPEMEHH C CEPBEPOB YCTPOHCTBAMM HAJIMYNE

JIOKAIBEHOM CEeTH




BosMokHOCTE BKIoYeHus nepexsara NTP-3anpocos K BHCIIHUM CepBepaM HAJIMYUE
BrI6op s13bika BeO uETEpdeiica (pyccKHil, aHITMHACKUH, Ka3axCKHi) HAJIMYME
BO3MOYXHOCTb OCYIIECTBIIATH MOTOKOBYIO aHTUBHPYCHYIO NPoBepKy Bed-Tpaduxa (HTTP HAJIMYME
u HTTPS)
BIIOKUPOBKA 3apayKeHHBIX (aiIoB, IKCIUIOATOB, BPEAOHOCHBIX CKPUIITOB, HE MOIMYyCKa HX HAJIMYUE
[IPOHHUKHOBEHHS B JIOKANBHYIO CETh.

[TpaBo 26.20.40. | AHTHBHpYCHas 6a3a CUTHaTyp HOJDKHA OOHOBIIATECS aBTOMATHYECKH, 6€3 yaacTHs HAJIMYUE

HCIIOJB30BaHMSI 142/ aJMUHUCTpaTOpa

(uuensms) OTCYTCTBY

aHTHBHpYyCA Ui eT

[pOrpaMMBI IS

3BM
Cpok HeicTBHs IpaBa KCIIOJIb30BAHMS (JIMLIEH3HMH) Mecsues | > 12
Bo3MOXHOCTE 00¢CIeYHBaTh OOHAPYKEHHE U 3aIUUTY OT yrpo3 U3 TAKUX KaTErOPHi KaK: HAJIMYME
APT (rapretupoanssie yrpo3sr), Botnet C&C (ueHTpH! yrpasieHus 60THeTaMu),
BaHKOBCKHE TPOSHBI M CPEACTBA MOXUILEHHS IIEPCOHANBHBIX NAHHBIX, DNS-TyHHeNH,
[IporpaMMbI-BEIMOraTeIH, DKCIUIOUTHI, XaKepPCKUe HHCTPYMEHTHI, Kpunto-mMaiHeph!
Pacruipennble CMrHaTyphl [PS J0IDKHBI OGHOBIATHCS aBTOMATHYECKH, 6€3 y4acTHs HAJIMYME
aJIMHHHCTpaTOpa

[Tparo 26.20.40. | Konu4ecTBO CUrHaTyp BXOISILKX B paclupeHHyo 6asy IPS yCILEJ. > 4000

ucnons3osauus | 142/

(muuenswus) OTCYTCTBY

paCUIHPEHHBIX eT

curharyp IPS

JUTSL IPOTPaMMBbI

st OBM
CpoK IeHcTBHsA IPaBa KCIOJb30BAHMS (JIUICH3HH) mecsies | > 12

Cpoxu nocTaBKM JIMIeH3nn: B Teuenue 10 paboyux nHew
CpoKH BbINOIHEH s PAaGoT M0 BHEAPEHUIO H HACTPOIKe POXYKTA: B TedeHHE 30 KaICHIAPHBIX IHEH OCIE NePeaatin THUCH3MH.




Cpoxu o1IaThI 32 JMIEH3MIO: B TeUEHHE 5 pabouux NHEH I10CiIe MOANMCAHUS aKTa IPUEMA [IePe/ain THICH3UH.
CpoKM OIIaThI 32 BHEAPEHHe: B TeUEHUE 5 pabOYMX JHEH [OCIIe HOANMCAHMS aKTa BHIIOIHEHHBIX pabor.

Beyiuii HEKEHEp 110 3aIUTe HHPOpMAaILUK % - A.B.Po3pinko



